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1
Decision/action requested

This contribution proposes to update to solution #5 in TR 33.737.
2
References

 [1] 
TR33.737 v0.2.0
3
Rationale

There may be six cases in KI#1:

Case 1: UE in VPLMN supporting AKMA and accessing the internal AF in HPLMN.

Case 2: UE is in VPLMN supporting AKMA and accessing the internal AF in VPLMN.

Case 3: UE in VPLMN not supporting AKMA and accessing the internal AF in HPLMN.

Case 4: UE is in VPLMN not supporting AKMA and accessing the internal AF in VPLMN.

Case 5: UE is in VPLMN supporting AKMA and accessing the external AF in Data Network (Internet). 

Case 6: UE is in VPLMN not supporting AKMA and accessing the external AF in Data Network (Internet).
Solution#5 needs VPLMN to support AKMA. It is proposed to update to the solution #5.

4
Detailed proposal
********************Start of 1st Change******************

6.5
Solution #5: AKMA anchor key registration to the AAnF in VPLMN after primary authentication

6.5.1
Introduction

This solution addresses the KI #1(Case 1, Case 2 and Case 5). The proposed solution registers AKMA anchor key (KAKMA) and A-KID to the AAnF in VPLMN after primary authentication for UE in the same manner of KAKMA and A-KID registration to the AAnF in HPLMN. Once the KAKMA and the A-KID are registered in AAnFs in VPLMN and HPLMN, the UE in VPLMN is able to access to both VPLMN AF and HPLMN AF. Moreover, even if KAUSF which is a root key of the KAKMA is changed by new primary authentication, there is no need additional key update procedure for the VPLMN AAnF since the new KAKMA and A-KID will replace the old keys whenever primary authentication is performed.

6.5.2
Solution details
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Figure 6.5.2-1: AKMA anchor key registration to the AAnF in VPLMN after primary authentication

1. The AUSF requests authentication information to the UDM to acquire subscription information and authentication method in primary authentication procedure.

2. The UDM responses with the Authentication Vector. The AKMA indication and the RID may be included in the response if the UE needs AKMA anchor key generation.

3. If the AUSF receives the AKAM indication from the UDM, the AUSF shall store KAUSF and generate AKMA Anchor Key (KAKMA) and the A-KID. The UE shall generate the KAKMA and the A-KID if the primary authentication procedure is completed.

4. If the keys generation is completed, the AUSF shall request to the HPLMN AAnF to register A-KID and KAKMA. The selection of the AAnF is described in TS 33.535 clause 6.7 [2].

5. The AAnF in HPLMN responses to the AUSF after key registration completed.

6. If the AUSF recognizes the UE is for roaming from SN-name previously received in the primary authentication, the AUSF selects the AAnF in VPLMN to register KAKMA and A-KID based on Visited Network Information by querying the NRFs between VPLMN and HPLMN.

NOTE: For the service discovery from HPLMN to VPLMN to select the AAnF in VPLMN, new procedures for service discovery procedure would be required.
7. The AAnF in VPLMN responses to the AUSF after key registration completed.

NOTE: For the service discovery from HPLMN to VPLMN to select the AAnF in VPLMN, new procedures for service discovery may be needed.
Editor’s Note: Further solution details related to LI are FFS.

Editor’s Note: The details of vAAnF selection by the AUSF is FFS.

Editor’s Note: Whether the AUSF always pushes the AKMA context depends on LI regulatory requirement and is FFS.

6.5.3
Evaluation

TBD
********************End of 1st Change******************
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